
Background 

Many studies employ Data and Safety Monitoring Boards (DSMBs) to review protocols and study data to 

ensure the safety of study participants.  Five DSMBs review studies for the Division of Allergy, Asthma, and 
Transplantation, National Institute of Allergy and Infectious Diseases, National Institutes of Health (DAIT/

NIAID/NIH).  Each DSMB is responsible for many studies within a certain therapeutic area. These protocols 
are managed by multiple coordinating centers.  

 
Each DSMB conference call or meeting covers multiple protocols, and each coordinating center is 

responsible for providing meeting materials for their protocol(s) directly to the DSMB. In the past, each 

coordinating center has distributed these materials to each DSMB member in hard copy binders with an 
accompanying CD-ROM. 

 
Several challenges are apparent with this approach: 

Coordinating centers must spend time and money to create and distribute hard copy binders and CD-

ROMs. 
The NIH must ensure that each coordinating center distributes its binders on time and to the appropriate 

members. 
Closed session (unmasked) reports should not be included for everyone who receives a binder. 

DSMB members may have a conflict of interest (COI), which precludes them from participating in 
the discussion of a given trial. They should not receive information distributed for that trial. 

DSMB members must receive materials from several different sources for each meeting and must manage 

an overwhelming amount of hard copy information. 

Training 

Administrators and most users were trained to use the website before they were given access.  Additional 

materials are available for future reference or for those who did not attend training. 
 

Administrator training components: 

Series of conference calls was held to demonstrate features of the website and allow administrators to 

become familiar with the system; web conferencing was used to facilitate “hands on” training 

Demo website was set up to allow administrators to practice creating DSMBs, adding attendees, 

building agendas, and other features 

Help documentation is accessible on the website 

User training components: 

PowerPoint training with screenshots was developed 

Demonstration was held with each DSMB prior to implementation 

Help documentation is accessible on the website 

Administrator Features 

Upcoming Reviews 

Login 

The operational challenges of managing several DSMBs, each with different members, studies, meetings, 

and documents, was a natural fit for a technology solution such as this. The hard copy distribution system 
was time-consuming and costly. The development of this system was relatively straight-forward once the 

functionality was agreed upon. In order to make a smooth transition to an electronic system, the website 
was designed to be similar to the hard copy binders the DSMB members were used to receiving. This led to 

the design of the website from a user’s perspective. Designing the interface to build the agendas was the 
most time-consuming aspect. 

 

In addition to being simple and easy to use, the website is also convenient, allowing users to access 
documents at any time and from any device that has internet access.  Also, users can access materials from 

past meetings, if necessary.  
 

Administrators and several DSMB members have been trained and are beginning to use the website.  So far, 

feedback has been positive.  

Development 

In collaboration with NIH/NIAID, Rho has created a website for DSMB attendees to facilitate the distribution 

and review of materials. A team consisting of 4 members (principal investigator, project manager, business 
analyst, and software developer) was assembled for this project. The principal investigator and project 

manager provided general direction and oversight to the project. They corresponded with the NIH 
representatives, reviewed and tested the website during the development phase, and provided training to 

DSMB members (website users) and NIH personnel (website administrators). The business analyst created 
help documentation and training materials. The software developer programmed the website with a total 

effort of approximately 5 months at 75% effort. 

 
The application itself is a Java-based web application that operates with a Tomcat application server.  

Standard software industry tools were used such as MySql, Spring Framework, and Hibernate.  For security, 
the application encrypts all files and other information using secure sockets layer (SSL) certificates before 

being transmitted over the internet.  Access to the website is granted only to users who are added by the 

administrator and have valid credentials. 

User Features 

Users are assigned a 

temporary password for 
first time use.  

The password must be 
changed upon first login 

and every 6 months 
thereafter. 

Users can only access 

agendas if they are an 
attendee for that meeting. 

Attendees can access 
documents for each study 

based on permissions. 
Open session 

documents—available to 

all attendees. 
Closed session 

(unmasked) documents 
— limited to DSMB 

members and select 

attendees. 
Attendees with a COI 

cannot access any study 
documents. 

An error message pops 
up if the attendee does 

not have access. During the development and training, several areas for future enhancements were identified: 

 
Administrator functions: 

Archive meeting materials 

Manage COIs electronically 

Send email alerts to users, such as for new postings 

Send automatic emails to new users with their account information 

User functions: 

Print all documents together as a binder 

Restrict users from printing or saving materials after archiving 

Link user account and DSMBs, so users can see list of DSMBs to which they are assigned 

Search for specific agendas or documents 

Calendar 

Agendas can also be 

accessed from the calendar 
view. 

Each DSMB is color-coded 
allowing the user to quickly 

navigate through the 
different DSMBs. 

Manage DSMBs 

In this view, the 

administrator can create a 
new DSMB, add attendees, 

associate protocols with a 
DSMB, and manage user 

permissions for each 
protocol. 

This information generally 

only has to be set up once 

and updated as attendees, 

protocols, or permissions 
change. 

Attendees are chosen from 

the entire list of users. 
Attendees are assigned 

permissions at the protocol 
level. 

Once the DSMB is set up, 

the administrator can 
create a new agenda 

associated with that DSMB. 
Documents are added to 

each study/agenda item. 
The initial attendee list  

and permissions are 

automatically set up when 
the agenda is created.  

However, attendees may 
be added and permissions 

may be changed for 

specific agendas, if 
necessary.   

The administrator 
publishes the agenda when 

it is finalized, making it 
available to the attendees.  

Attendees are notified by 

email when an agenda is 
published.  Attendees are 

also notified by email when 
changes are made to an 

agenda after it has been 
published. 

 

Manage Agendas 
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Discussion 

Future Enhancements 

Summary of Website Functionality 

Administrator (NIH personnel) functions: 

Create new DSMBs 

Assign protocols to a DSMB 

Assign permissions for each user 

Create new meeting agendas 

Upload documents for each meeting (can be delegated to users responsible for creating materials) 

Archive materials from past meetings 

Add or deactivate users and update user info 

Read and search help documentation 

User (DSMB member) functions: 

View agendas for upcoming meetings 

Review documents for specific meetings 

Access a calendar of upcoming meetings 

Change password 

View basic account information, including name, email, organization, specialization, and role on DSMB 

Read and search help documentation 


